BO CONG AN ‘ CONG HOA XA HQI CHU NGHIA VIET NAM
CONG AN TINH KHANH HOA Doc 1ap - Tw do - Hanh phuc

SM4319 /CAT-ANM Khanh Hoa, ngay 7 sthango-#am 2026
V/v thong bao ké hoach kiém tra, danh gia an toan
thong tin mang dbi véi hé thong thong tin cap do
1- 2 trong cac co quan Pang, co quan nha nudc
trén dia ban tinh Khanh Hoa

Kinh gui:
- Van phong Tinh uy;
- Van phong UBND tinh;
- Co quan khdi Pang: Cac co quan tham mueu, gilp viéc Tinh
uy; Cac Pdng uy truc thuoc Tinh uy,; cac Pdng uy Xa, phuong,
dac khu;
- Co quan khéi Nha nudce: Cac Sd, ban, nganh; cac don vi su
nghiép truc thuoc UBND tinh; UBND xa, phuwong, dac khu,
(Theo danh sach tai Phu luc 03)

Trién khai thyc hién cac nhiém vy dugc giao tai K& hoach so 2364/KH-UBND
ngay 06/02/2026 cua UBND tinh vé Chuyén doi so tinh Khanh Hoa nam 2026
(nhiém vu 15, 16 muc I Phu luc 03);

~ Cong an tinh - Co quan thuong tryc Tiéu ban An ninh mang théng bao ké hoach
kiém tra, danh gia an toan thong tin mang doi véi h¢ thong thong tin cap do 1-2 cua
cac co quan bBang va co quan Nha nudc trén dia ban tinh, cu thé nhu sau:

I. PHAM VI TRIEN KHAI

Trién khai kiém tra, danh gi an toan thong tin mang ddi vé6i cac h¢ thng thdng
tin cap dd 1, 2 cua cac co quan, don vi trén dia ban tinh, gom:

- 73 don vi khéi Pang (c&c co quan tham muu, gilp viéc Tinh uy; cac Pang uy
truc thudc Tinh uy; cac Pang uy xa, phuong);

- 86 co quan nha nudc (cac S&, ban, nganh; cac don vi su nghiép truc thuéc UBND
tinh; UBND céc x4, phuong). ] ] .

II. KE HOACH KIEM TRA, PANH GIA AN TOAN THONG TIN

1. Noi dung kiém tra, danh gia ATTT

1.1 Kiém tra, danh Qié hiéu qua ciia cac bién phap bdo dam an toan thdng tin
theo phuong an bao dam an toan thdng tin duwoc phé duyét (quy dinh tai diem b
khoan 1 Diéu 11 va diém c, d, d khoan 2 Diéu 12 Thong tw so 12/2022/TT-BTTTT)

a) Danh gia viéc thiét ké hé thong theo phuwong &n bao dam an toan thdng tin
dugc phé duyét.

b) Péanh gié viéc thiét 1ap, cau hinh hé thdng theo phuong an bao dam an toan
thong tin dugc phé duyét.
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C) Kiém tra viéc ciu hinh, tang cuong bao mat cho thiét bi hé théng, hé diéu
hanh, ing dung, co s¢ dit li¢u va cac thanh phan khéc lién quan trong hé thong theo
hudng dan cua cac co quan chiic nang.

1.2. Kiém tra, danh gié phat hién ma doc, 16 hong, diém yéu, thir nghiém xam
nhdp hé thong thong tin (quy dinh tai diém ¢ khoan 1 Diéu 11 va diém a, b, ¢ khodn
3 Diéu 12 ¢)

a) DO quét, phat hién ma doc, 16 hong, diém yéu cua hé thong, thir nghiém tan
cbng xam nhap doi véi cac thiét bi hé thong, hé diéu hanh, trng dung, co so dir liéu
va cac thanh phan khéc lién quan trong hé thong;

b) Panh gia an toan ma ngudn dbi voi phan mém ndi bo;

c) Pua ra phuong an va ké hoach xur Iy 16 hong, diém yéu va phuong an céu
hinh, tdng cuong bao mat doi véi cac ndi dung kiém tra dugc danh gia 1a chua dat.

2. Ké hoach trién khai thye hién

2.1. T4p huan, huwéng din

a) Thanh phan tham gia:

- Co quan, don vi duoc kiém tra: Pai dién 1anh dao b phan phu trach cong tac
an toan théng tin; can bé dau moi ky thuat CNTT; can bo phu trach ho so cap do
ATTT; can bd truc tiép tham gia van hanh hé thong mang ndi bd co quan, cac hé
thong thong tin.

- Cong an tinh: Can bd Phong An ninh mang va Phong chdng tdi pham sir dung
cong ngh¢ cao va cac don vi lién quan.

- Pon vi tu van: T6 trudng ki thuat, chuyén gia ki thuat, nhan su chuyén mon,
quan ly du an.

b) Hinh thurc thuc hién: Truc tuyén.

¢) Noi dung tip huan:

- Huong dan cung Cép thong tin, s6 liéu hién trang.

- Hudng dan xay dung ho so cip d6 an toan thong tin.

- Phd bién noi dung ké hoach thuc hién kiém tra an toan thong tin; cac cong
viéc phoi hop, thyc hién trudc, trong va sau dot ki€ém tra tai don vi.

- Céc bién ban, van ban xac nhan lién quan.

d) Thoi gian thuc hién: 01 budi/dot; dy kién 03 dot theo tién do cua timg giai
doan (Cong an tinh sé thong bdo lich dao tao cu thé trén cac nhom).

2.2. Giai doan 01: Trién khai dién hep va danh gia

a) Muc tiéu: Trién khai tai 03 don vi trong diém van hanh thuc té dé kip thoi

nhan dién c4c vudng mac phat sinh trong qua trinh phéi hop thuc hién; tao co sé
thuc tién hoan thién cac budc, quy trinh trién khai.

b) Danh sach 03 co quan, don vi kiém tra:
- Bang uy phuong Nha Trang.
- Bang uy xa Thuan Nam.
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- B4o va Phat thanh, Truyén hinh Khanh Hoa.

¢) Thanh phan tham gia:

- Co quan, don vi dugc kién} tra: Pai dién l&nh dao bd phan phu tré‘ch Cf)r]g tac
an toan thong tin; cén, bo dau moi ky thuat CNTT; can bo phu trach ho so cap do
ATTT; can b tryc tiep tham gia van hanh hé thong mang ndi by co quan, cac h¢
thong thong tin.

- Cong an tinh: Can bd Phong An ninh mang va Phong chdng tdi pham sir dung
cong ngh¢ cao va cac don vi lién quan.

- Pon vi tu van: T6 trudng k¥ thuat, chuyén gia ki thuat, nhan su chuyén mon,
quan ly du an.

- Thanh 1ap céc t6 cong tAc tham gia trien khai: Dy kién 05 t6, mdi to gom cAc
thanh phan: Pon vi tu van (76 truong ky thudt, Chuyén gia ky thudt, Nhan sy chuyén
mon, Quan ly dw an), Cong an tinh.

d) Hinh thire thye hién: Truc tiép tai tru s& co quan, don vi (bao gém tru s
chinh va céc tru sé thanh phan).

e) Noi dung, phuong an thue hién: Chi tiét Phu luc 01 va 02.

g) Thoi gian thuc hién: Tir ngay 16/4/2026 - 24/4/2026, xem lich chi tiét tai
Phu luc 01.

2.3. Giai doan 02: Trién khai mé rong toan tinh

@) Muyc tiéu: Trén co so quy trinh trién khai da dugc téi wu hda tir Giai doan 1
dé trién cho céac co quan, don vi con lai thudc pham vi nhiém vuy.

b) Danh sach 156 co quan, don vi kiem tra: Chi iét Phu luc 03.

- 70 don vi khoi Dang con lai (c&c co quan tham muru, giup viéc Tinh uy; Cac
bang uy tryc thudc Tinh uy; cac Dang uy xa, phuong).

- 86 co quan nha nudc (cac So, ban, nganh; cac don vi su nghiép truc thudc
UBND tinh; UBND céc xa, phuong).

¢) Thanh phan tham gia:

- Co quan, don vi dugc kién} tra: Pai dién l&nh dao bd phan phu tréph Cf)r]g tac
an toan thong tin; cén, bo dau moi ky thuat CNTT; can bo phu trach ho so cap do
ATTT; can b tryc tiep tham gia van hanh hé thong mang ndi by co quan, cac h¢
thong thong tin.

- Cong an tinh: Can bd Phong An ninh mang va Phong chdng tdi pham sir dung
cong ngh¢ cao va cac don vi lién quan.

- Pon vi tu van: T6 truong ki thuat, chuyén gia ki thuat, nhan su chuyén mén,
quan ly du an.

- Thanh 1ap céc t0 cong tAc tham gia trien khai: Dy kién 05 t6, mdi to gom cAc
thanh phan: Pon vi tu van (76 trudng ky thudt, Chuyén gia kp thudt, Nnan sy chuyén
mon, Quan ly dw an), Cong an tinh.

d) Hinh thirc thuc hién: Tryc tiép tai tru s& co quan, don vi (bao goém tru so
chinh va céc tru s¢ thanh phan).
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e) Noi dung, phuong an thyc hién: Chi tiét Phu luc 01 va 02.

g) Thoi gian thue hién: Dy kién tir ngay 11/5/2026 - 15/6/2026.

Ghi chti: Déi véi Giai dogn 02, CONg an tinh sé ¢ vin bin thdng béo chi tiét
lich kiém tra, danh Qia cu thé tai tirng co quan, don vi, dia phwong theo cac dot
cdng tac.

III. CONG TAC CHUAN BI

1. Yéu cau d6i voi cac co quan, don vi dwoge kiém tra:

a) Co quan, don vi, dia phuong tai Phy lyc 01 va 03 ctr va cung cap danh sach
lanh dao bo phan phu trach cong tac ATTT; cé}n bo dau moi ky thuét CNTT; can bo
phu trach ho so cap do ATTT; can bo truc tiép tham gia van hanh hé thong mang
ndi bo co quan, cac h¢ thong thong tin (bao gom: Ho tén, chirc vu, co quan/don vi,
50 dién thoai Zalo) vé Cong an tinh trwdc ngay 15/4/2026 theo biéu mau tai dia chi
ma OR sau:

b) Céac can bo dau méi tai diém a néu trén co trach nhiém:
(1) Tham gia nhém trao d6i do Cong an tinh lap dé kip thoi théng tin cac noi
dung lién quan trudce/trong va sau qué trinh thuc hién cong tac kiém tra, danh gia

ATTT tai dia chi ma QR sau:
|

(2) Cung cap day du thong tin hi¢n trang ha tang CNTT, bao dam ATTT theo
cac biéu mau; (3) Cung cap du thao ho so cap do ATTT va xdy dung hoan thién ho
so cap do6 theo hudng dan; (4) Tham gia day du cac 16p tap huan, hudng dan theo
tri¢u tap tai Muc 2.1 néu trén.

2. Thong tin lién hé:

Phong An ninh mang va phong, chbng toi pham st dung cong nghé cao, Cong
an tinh, so dién thoai: B/c Nguyen Thi Thom - 0988.810.685; D/c Doan Van Tai -
0899.377.968.
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Cong an tinh dé nghi co quan, don vi, dia phuong quan tam, thuc hién./E. '

Noi nhén: Tﬁﬁ«;\T GIAM DOC
- Nhu trén (VBDT); , @‘* ¢
- B/c Gidm d6c CAT (VBDT, bao cao); /

- B/c Bi thu Tinh uy, Truong Tiéu ban
ANM; cac d/c Pho Trudng Tiéu ban
ANM (VBDT, bao céo);

- VP Tinh ty, VP UBND tinh (VBDT);
- Luu: VT, ANM (NT).

Pai ta Nguyén Pinh Thuin Hai



(Kém theo Céng vin sé

1. Giai doan 01: Trién khai dién hep va danh gia

KE HOACH TRIEN KHAI THEO GIAI POAN
/CAT-ANM ngay ..../ /2026 cua Cong an tinh)

6

Phu luc 01

e Thoi gian: Tu ngay 16/4/2026 - 24/4/2026.

STT Don vi To cong tac Thot ?ﬁa“ Dia diém
du kién

. Pang Uy phuong Nha TO1 16 - Tru so don
Trang 17/4/2026 | vi

5 Bao va Phat thanh, TOI+TOII 20 - Tru s& don
Truyén hinh Khanh Hoa 22/4/2026 | vi

3 Pang ty xi Thuan Nam TOII 20 - Tru so don
221412026 | vi

2. Giai doan 02: Trién khai mé rong toan tinh

e Thoi gian: Du kién tir ngay 11/5/2026 - 15/6/2026.

STT Khu vue T6 cong tac Thoi ?ﬁa“ Dia diém
) du kién :

1 |KHUVUCI _TOI 11/5-17/6 | Try s& don vi
KHU VUC II TOI+TOTI | 4/5-31/5

2 +TO IV + TO Tru sé don vi

V

3 |KHU VUC I _TOIL 11/6 - 26/6 | Tru s don vi
TO I + TO II 23/5-17/6

4 | KHU VUC 1V +TOIV + Tru s& don vi

TOV

Luu y ddi véi Giai doan 02:
Cong an tinh sé co van ban thong bdo lich kiém tra, danh gid cu thé tai tung
co quan, don vi, dia phuong.

C6 thé diéu chinh lich theo tinh hinh thuc té.

Danh sach cac co quan, don vi tai Phu luc 03.
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Phu lyc 02 )
NOI DUNG, PHUO’N G AN THUC HIEN KIEM TRA
(Kem theo Cong van so /CAT-ANM ngay ..../ /2026 cua Cong an tinh)

1. Kiém tra, danh gia hiéu qua ciia cac bién phap bao dam an toan thdng
tin theo phwong 4an bio dim an toan thong tin dwgec phé duyét

1.1. Panh gia viéc thiét ké hé thong theo phwong an bio dam an toan thong
tin duwgc phé duyét

Poi véi HTTT céap dd 1

Thuc hién kiém tra, danh gia thiét ké hé thong theo tiéu chi “Pat” hodc
“Khong dat” va dua ra khuyén nghi khac phuc vdi cdc ndi dung nhu sau:

a) Thiét ké cac ving mang trong hé théng theo chirc ning, cic ving mang
to1 thi€u bao gom:

+ Vung mang noi bd

+ Vung mang bién

+ Vung DMZ

b) C6 phuong an thiét ké bao dam cac yéu cau sau:

+ C6 phuong an quan 1y truy cap, quan tri hé thong tir xa an toan st dung
mang riéng 4o hodc phuong an tuong duong;

+ C6 phuong an quan Iy truy cap gitra cac vung mang va phong chéng xam
nhap, st dung san pham Tuong Itra 6 tich hgp chirc nang phong, chong xam nhap
hodc phuong an twong duong;

1+ Co phuong an phong chéng ma doc cho may chii va may tram sir dung san
pham Phong chong ma dgc hodc phuong an twong duong.

Poi v6i HTTT cap do 2

Thuc hién kiém tra, danh gia thiét ké hé thong theo tiéu chi “Pat” hoic
“Khong dat” va dua ra khuyén nghi khac phuc véi cac ndi dung nhu sau:

a) Thiét ké cac ving mang trong hé théng theo chirc ning, cac ving mang
toi thi€u bao gom:

+ Vung mang ndi bo;

+ Vung mang bién;

+Vung DMZ;

+ Vung may chu ndi bo;

+ Vung mang khong day (néu co) tach riéng, doc 14p véi cac ving mang

b) C6 phuong an thiét ké bao dam cac yéu ciu sau:
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+ C6 phuong an quan 1y truy cap, quan tri hé thong tir xa an toan st dung
mang riéng ao hoac phuong an twong duong;

+ C6 phuong an quan 1y truy cép gitra cac vung mang va phong chéng xam
nhap, st dung san pham Tuong Itra c¢é tich hgp chic nang phong, chong xam nhép
hodc phuong an tuong duong;

1+ Co phuong an phong chéng ma doc cho may chii va may tram sir dung san
pham Phong chong ma ddc hoac phuong an twong duong;

+ C6 phuong an phong chbng tafm cong mang cho ng dung web; str dung
san pham Tuong lira img dung web doi voi h¢ thong thong tin theo quy dinh tai
khoan 2 bicu 8 Nghi dinh 85/2016/ND-CP;

+ C6 phuong an bao dam an toan thong tin cho hé thong thu dién tir dbi voi
hé thong thu dién tir;

+ Co6 phuong an du phong cho cac thiét bi mang chinh, bao gém thiét bi
chuyén mach trung tim hodc tuong duong, thiét bi tuong lira trung tim.

1.2. Panh gia viéc thiét 1ap, cau hinh hé thdng theo phwong 4n bao dam
an toan thong tin dwec phé duyét; Kiém tra viéc cau hinh, ting cwong bao mat
cho thiét bi hé thong, h¢ diéu hanh, img dung, co sé dir liéu va cac thanh phan
khac lién quan trong hé thong.

Poi véi HTTT cap do 1:

Danh sach kiém tra, danh gia an toan thong tin theo tiéu chi “Dat” hoac
“Khong dat” va dua ra khuyén nghi khac phuc vdi cade ndi dung nhu sau:

STT Yéu ciu TCVN 11930:2017 1

1.1 Bao dam an toan Muc 5.2.1 — Bdo dam an toan mang
mang

Muc 5.2.1.2 — Kiém soat truy cap tir bén ngoai
mang

a. Thiét 1ap hé thong chi cho phép sir dung cac
két ndi mang an toan khi truy cap thdng tin

Kiém soat truy cap tir nodi bo hoac quan tri hé théng tir CAC mang
bén ngoai va mang Internet;

b. Kiém soat truy cap tir bén ngoai vao hé
théng theo timg dich vu, tng dung cu thé;
chin tit ca truy cap t6i cac dich vy, Gmg
dung ma hé thong khéng cung cap hoic
khong cho phép truy cép tir bén ngoai.

1.1.1 |, .
bén ngoai mang

1.1.2 | Nhat ki hé théng Muc 5.2.1.3 — Nhat ki hé thong

1 Tiéu chudn quéc gia TCVN 11930:2017 vé "Yéu cau co ban vé an todn hé thong thong tin theo cap do"



STT

Yéu cau

TCVN 11930:2017 1

Thiét 1ap chre néng ghi, luu trit nhat ky hé thong
trén cac thiét bi mang chinh.

1.1.3

Phong chéng xam
nhap

Muc 5.2.1.4 — Phong chéng xam nhap
a. CO phuong 4n phong chong xam nhap dé
bao v¢ vung DMZ; ,
b. Pinh ky cap nhét co s¢ dit ligu dau hiéu phat
hién tan cong mang (Signatures).

1.14

Bao vé thiét bj hé
thong

Muc 5.2.1.5 — Bao vé thiét bi hé thong

a. Cau hinh chirc ning Xac thyc trén cac thiét
bi hé théng (néu hd tro) dé xéac thuc ngudi
ding khi quan trj thiét bi truc tiép hodc tir
Xa;

b. Thiét 1ap cu hinh chi cho phép st dung céc
két néi mang an toan (néu hd tro) khi truy
cap, quan tri thiét bi tir xa.

1.2

Béao dam an toan may
chu

Muc 5.2.2 — Bdo dam an toan may chu

1.2.1

Xac thuc

Muc 5.2.2.1 — Xac thuc

a. Thiét 1ap chinh sach xac thyc trén may chu
dé xac thuc ngudi dung khi truy cap, quan
1y va sir dung may chu;

b. Thay d6i cac tai khoan mic dinh trén hé
théng hodc vd hiéu hdéa (néu khong sir
dung);

c. Thiét 1ap cdu hinh may chii dé dam bao an
toan mat khau ngudi st dung, bao gdm céc
yéu cau sau:

- Yéu cau thay ddi mat khau mic dinh;
- Thiét 1ap quy tic dat mat khau vé sb ky
tu, loai ky tu.

1.2.2

Kiém soét truy cap

Muc 5.2.2.2 — Kiém soét truy cap

Thiét 1ap hé théng chi cho phép sir dung cac két
noi mang an toan khi truy cap, quan tri may chu tu
Xa.

1.2.3

Nhat ky hé thong

Muc 5.2.2.3 — Nhat ky hé thong
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STT

Yéu cau

TCVN 11930:2017 1

a. Ghi nhat ky hé thong bao gdm nhiing théng
tin co ban sau;
- Théng tin két néi mang t5i may chu
(Firewall log);
- Thong tin dang nhap vao may chu.
b. Pdng bo thoi gian gitra may chu véi may
chu tho1i gian.

1.2.4

Phong chdng xam
nhap

Muc 5.2.2.4 — Phong chéng xam nhap

a. Loai bo cac tai khoan khéng sur dung, cac
tai khodn khong con hop 1€ trén may chu;

b. Sir dung tudng lira cia hé diéu hanh va hé
théng dé cam céc truy cap trai phép toi may
chu.

1.2.5

Phong chéng phan
mém doc hai

Muc 5.2.2.5 — Phong chéng phan mém doc hai

Cai dat phém mém phong chéng ma doc (hodc co
phuong an khac tuong duong) va thiét 1ap che do
tu dong cap nhat co sé dit liéu cho phin mém.

1.3

Bao dam an toan wng
dung

Muc 5.2.3 — Bao dim an toan irng dung

1.3.1

Xac thuc

Muc 5.2.3.1 — Xac thuc

a. Thiét 1ap ciu hinh tng dung dé xac thuc
nguoi st dung khi truy cip, quan tri, cdu
hinh tng dung;

b. Luu trit ¢c6 ma hoa thong tin xac thuc hé
thong;

c. Thiét 1ap ciu hinh tng dung dé dam bao an
toan mat khau ngudi st dung, bao gdm céc
yéu cau sau:

- Yéu ciu thay d6i mat khau mic dinh;
- Thiét 1ap quy tic dat mat khau vé sb ky
tu, loai ky tu.

1.3.2

Kiém soét truy cap

Muc 5.2.3.2 — Kiém soét truy cap
a. Thiét 1ap hé thong chi cho phép sir dung cac
két noi mang an toan khi truy cép, quan tri
ung dung tur xa;
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STT

Yéu cau

TCVN 11930:2017 1

b. Thiet lap gioi han thoi gian cho (timeout)
dé dong phién két ndi khi tmg dung khang
nhan dugc yéu cau tir nguoi dung.

1.3.3

Nhat ki hé thong

Muc 5.2.3.3 — Nhat ki hé thong
Ghi nhat ky hé thong bao gdm nhirng thdng tin co
ban sau:
- Thong tin truy cap tng dung;
- Thoéng tin dang nhap khi quan tri ing
dung.

1.4

Biao dam an toan dir
liéu

Muc 5.2.4 — Bao diam an toan dir li¢u

1.4.1

Sao luu du phong

Muc 5.2.4.1 — Sao luu du phong

Thyc hién sao luu dy phong cac thong tin, dit li¢u
quan trong trén h¢ thong.

Poi véi HTTT cap d 2:

Danh séch kiém tra, danh gia an toan thong tin theo tiéu chi “Dat” hodc
“Khong dat” va dua ra khuyén nghi khac phuc vdi cadc ndi dung nhu sau:

STT

Yéu cau

TCVN 11930:2017

1.1

Biao dam an toan
mang

Muc 6.2.1 — Bao dim an toan mang

1.1.1

a.

Kiém soét truy cap |p
tor bén ngoai mang

Muc 6.2.1.2 — Kiém soat truy cap tir bén ngoai mang

. Kiém soat truy cap tir bén ngoai vao h¢ thong theo

Thiét 1ap hé théng chi cho phép sir dung cac két ndi
mang an toan khi truy cap théng tin néi bd hoac
quan tri hé théng tir c&c mang bén ngoai va mang
Internet;

tirng dich vy, Gmg dung cu thé; chin tat ca truy cap
t6i cac dich vy, ing dung ma hé théng khong cung
cap hodc khong cho phép truy cép tir bén ngoai;
Thiét 1ap gi6i han thoi gian cho (timeout) dé dong
phién két ndi khi hé thong khong nhan duoc yéu
cau tlr nguoi dung.

1.1.2

Kiém soét truy cap
tor bén trong mang

Muc 6.2.1.3 — Kiém soét truy cap tir bén trong mang
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Yéu cau

TCVN 11930:2017

Chi cho phép truy cép cac ung dung, dich vu bén
ngoai theo yéu cau nghiép vu, chan cac dich vu khac
khéng phuc vu hoat dong nghiép vu theo chinh sach
ctia to chrc.

1.1.3

Nhat ki hé thong

Muc 6.2.1.4 — Nhat ky hé thong

a. Thiét 1ap chuc nang ghi, luu trit nhat Ky hé
théng trén cac thiét bi hé théng (néu co);

b. St dung may chu thoi gian dé dong b0 thoi gian
giita C4c thiét bi mang, thiét bi dau cudi va cac
thanh phan khac trong hé théng tham gia hoat
dong gidm sat.

1.14

Phong chdng xam
nhap

Muc 6.2.1.5 — Phong chéng xam nhap

a. CO phuong an phong chdng xam nhap dé bao
vé vung DMZ va vung may chu ndi1 bo;

b. Pinh ky cap nhat co so dit lidu dau hiéu phét
hién tin cong mang (Signatures).

1.15

Bao vé thiét bj hé
thong

Muc 6.2.1.6 — Bao vé thiét bi hé thdng

a. Cau hinh chtc ning xac thuc trén cac thiét bi
hé théng (néu hd tro) dé xéac thuc ngudi ding
khi quan tri thiét bi tryc tiép hodc tir xa;

b. Thiét lap cau hinh chi cho phép sir dung cac két
nbi mang an toan (néu hd trg) khi truy cap, quan
tri thiét bj tir xa;

c. Cau hinh thiét bj (néu hd trg) chi cho phép han
ché cac dia chi mang c0 thé két ndi, quan tri
thiét bi tir xa.

1.2

Biao dam an toan
may chu

Muc 6.2.2 — Bao dam an toan may chu

1.2.1

Xac thuc

Muc 6.2.2.1 — Xac thuc

a. Thiét 1ap chinh sach xac thyuc trén may cha dé
xac thuc nguoi dung khi truy cap, quan ly va st
dung may chu;

b. Thay d6i cac tai khoan mac dinh trén hé théng
hodc v6 hi€u hoa (néu khéng sir dung);

c. Thiét lap cau hinh may chu dé dam bao an toan
mat khau nguoi stir dung, bao gém céc yéu cau
Sau.

- Yéu ciu thay d6i mat khau
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mac dinh;

- Thiét 1ap quy tac dat mat khau vé sb Ky tu,
loai ky tu;

- Thiét 1ap thoi gian yéu cau thay doi mat
khau;

- Thiét 1ap thoi gian mat khau hop 18.

1.2.2

Kiém soét truy cap

Muc 6.2.2.2 — Kiém soét truy cap

a.

Thiét 1ap hé thong chi cho phép st dung cac két
nbi mang an toan khi truy cap, quan tri may chu
tr xa;

Thiét 1ap gi6i han thoi gian chd (timeout) dé
dong phién két ndi khi may chi khéng nhan
dugc yéu cau tir ngudi ding.

1.2.3

Nhat ky hé thong

Muc 6.2.2.3 — Nhat ky hé thong

a.

Ghi nhat ky hé théng bao gdm nhitng thdng tin

co ban sau:

- Théng tin két nbdi mang t6i may chu
(Firewall log);

- Thong tin dang nhap vao may chu;

- Ldi phat sinh trong qua trinh hoat dong;

- Thong tin thay d6i cau hinh may chu;

- Thong tin truy cap dir liéu va dich vu quan
trong trén may chu (néu co).

Pong bo thoi gian giita may chu véi may chi

thoi gian;

Luu nhat ky hé thong trong khoang thoi gian tbi

thiéu 1a 01 thang.

1.2.4

Phong chdng xam

nhip

Muc 6.2.2.4 — Phong chéng xam nhap

a.

b.

Loai bo cac tai khoan khéng sur dung, cac tai
khoan khong con hop 1€ trén may chu;

St dung tudng lira cua hé diéu hanh va hé thong
dé cam céc truy cap trai phép toi may chi;

V0 hiéu hda céc giao thirc mang khong an toan,
cac dich vu hé théng khong st dung;

. C6 phuong &n cap nhat ban va, xtr ly diém yéu

an toan thong tin cho hé diéu hanh va cac dich
vu hé thong trén may chu.
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1.2.5

Phong chbéng phan
mém doc hai

Muc 6.2.2.5 — Phong chéng phan mém doc hai

a. Cai dit phan mém phong chéng ma doc (hodc
c6 phuong &n khéc twong duong) va thiét lap
ché do tu dong cap nhat co sé dit liéu cho phan
mém;

b. C6 phuong an kiém tra, do quet, xu ly phan
mém ddc hai cho cac phan mém trude khi cai
dat.

1.2.6

Xu ly may chu khi
chuyén giao

Muc 6.2.2.6 — Xt Iy may chi khi chuyén giao

CO phuong an x6a sach thong tin, dix liéu trén may chu
khi chuyén giao hodc thay d6i muc dich str dung.

1.3

Bio dam an toan
ung dung

Muc 6.2.3 — Bao dam an toan irng dung

1.3.1

Xac thuc

Muc 6.2.3.1 — Xac thuc

a. Thiét 1ap cu hinh tng dung dé xac thyc nguoi
stt dung khi truy cép, quan tri, cau hinh tng
dung;

b. Luu trit c6 ma hda théng tin xac thyuc hé théng;

c. Thiét 1ap cau hinh tmg dung dé dam bao an toan
mat khau nguoi sir dung, bao gdm Céc yéu cau
Sau:

- Yéu ciu thay d6i mat khau mic dinh;

- Thiét 1ap quy tic dat mat khau vé sb ky tu,
loai ky tu;

- Thiét 1ap thoi gian yéu ciu thay ddi mat
khéu;

- Thiét 1ap thoi gian mat khau hop 18.

d. Han ché s6 lan ding nhap sai trong khoang thoi
gian nhét dinh véi tai khoan nhat dinh.

1.3.2

Kiém soét truy cap

Muc 6.2.3.2 — Kiém soat truy cap

a. Thiét 1ap hé thong chi cho phép sir dung cac két
nbi mang an toan khi truy cap, quan tri ing
dung tur xa;

b. Thiét 1ap gi6i han thoi gian chd (timeout) dé
dong phién két ndi khi ing dung khdng nhan
dugc yéu ciu tir ngudi ding;

. Gidi han dia chi mang quan tri dugc phép truy
cap, quan tri rng dung tur xa.
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Muc 6.2.3.3 — Nhat ky hé thong

a. Ghi nhat ky hé théng bao gom nhiing thong tin
co ban sau:
- Thong tin truy cap tng dung;

1.3.3 | Nhat ki hé théng - Thong tin dang nhap khi quan tri img dung;
- Thong tin cac loi phat sinh trong qua trinh

hoat dong;

- Théng tin thay d6i cau hinh tng dung;

b. Luunhat ky hé thong trong khoang thoi gian t6i
thiéu 1a 01 thang.

. Muc 6.2.3.4 — An toan tng dung va ma ngudn
An toan Umg dung

1.3.4 va ma ngudn CP ch:ﬁ:c n‘éng k,iém tra :[inh hop 1¢é cua thdng tin, dir
liéu dau vao trude khi xtr ly.
1.4 Bao dam an toan Muc 6.2.4 — Bdo diam an toan dir li¢u

dir lidu

Muc 6.2.4.1 — Bao mat dir liéu

1.4.1 | Bao mat dit licu Luu trlt 6 ma héa cac thong tin, dir liéu (khdng phai
' ' la thong tin, dir liéu cong khai) trén hé thong luu
trit/phuong tién luu trir.

Muc 6.2.4.2 — Sao luu du phong

‘ Thyc hi¢n sao luu dy phong cé(; thong tin, di liéu co
1.4.2 | Sao luu dwphong | ban sau: tap tin cau hinh h¢ thong, ban dy phong hé
diéu hanh may chu, co s& dir liéu; di liéu, thdng tin
nghiép vu.

2. Kién’l tra, danh gia phat hién ma doc, 16 hong, diém yéu, thir nghiém xam
nhip h¢ thong thong tin

2.1 Mo ta Chivtié't cac hang muc ciia dich vu kiém tra, danh gia ATTT mang
theo hinh thirc kiém tra, danh gia Hop xam (Greybox)

Thyc hién Kiém tra, danh gid ATTT mang theo quy trinh va dua ra khuyén
nghi khac phuc véi cac ndi dung nhu sau:

TT NOi dung danh gia Mo ta

| | Kiém tra danh gia ing dung Web
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TT Noi dung danh gia Mo ta
1 Thu thép va khao sat Thuc hién tim kiém théng tin vé tng dung phuc
thong tin vu cho qua trinh danh gia

Kiém tra quan ly cau

Viéc phan tich co sé ha tang va kién tric coa

2 hinh va tridn khai WeAbS,Ite €O thé giup xac dinh rat nhiéu yéu t6 vé
mot ng dung Web.
. 2 . Xac dinh viéc ung dung dinh danh nguoi dung,
3 | o tra quan [y dinh 113 d6 6 thé pha v& tinh X4c thue va dinh danh
cua nguoi dung.
q ‘ Kiém tra co ché xac thuc dya trén céc phan tich
4 | Kiém tra phan xac thuc | co ché hoat dong cua chirc nang dang nhép trong
mg dung Web dé tim ra cac diém yéu.
5 | Kiém tra phan quyén Tlm hleuAchuc nang cap quyen lam viéc, thir pha
v co ché quan trong nay.
q Kiém tra xem phién va cac “security token” c6
6 | Kiém tra quan ly phién | dugc tao ra mot cach an toan hoac cé thé doan
trude duoc hay khong
Pa phan diém yéu trong tmg dyng Web tap trung
Kidm tra kidm soat dit vao khau danh gia dau vao dén tir nguoi ding.
7 lidu diu vio Piém yéu ndy dan dén hau hét 16 hong trong tng
' dung Web nhu: “SQL Injection”, “File
Inclusion”, “Cross-site scripting”
q | Kiém tra vigc thdng bao 10i ciia img dung c6 gay
8 | Kiém traviécxulyloi |ra cac nguy co mat ATTT cho hé thong hay
khong.
9 Kiém tra mt md, ma Kiém tra cac co ché ma hoé c6 thé yéu cta tng
hoa yéu dung.
Kiém tra 15 hong logic K,lemx t fa vice Vel hanh wns dun‘g co thAe gay ra
10 A cac 10i ma nguoi dung binh thuong khong phat
nghiép vu A
hién ra.
I Kiém tra danh gia hé thong May chi dich vu, may tinh nguoi ding,
thieét bi mang va bao mat
1 | Thu thap thong tin Thu thap théng tin ctia dbi tuong.
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Exposures) lién quan tdi
CSDL

TT NOi dung danh gia Mo ta
2 | Danh gia xdc thyc KlemA’tra co ch? Xé}g thu:’c, c‘hong (EaC targ cong Vet
can, tan cong tur dién vao tai khodn quan tri.
3 | Panh gia phan quyén Kiém tra cac co ché chéng leo thang dic quyén.
o . ... |Kiém tra dir liéu nhap tai c4c diém c0 kha ning
Danh gi4 qua trinh kiém T A . A s 2
4 S A nhan dir li¢u tr phia may khach trén cac cong
tra dir li€u dau vao . . . ,
dich vu dang m¢ ciia may chu .
I11 | Kiém tra danh gia hé thong co sé dir liéu
Thu thap thong tin Co s¢ | Thu thap céc théng tin vé may chu CSDL, cac
1 ~ A (13 29 7
dir liéu Instance” cua CSDL
, | Panh gia cdu hinh may | X&c dinh cdu hinh may chu CSDL gay mat an
chu co so dir liéu toan cho hé thong.
3 | Panh gia xc thuc K1em£tra co ch? ng thl_J:’c, c‘hong (3ac ta{l cong Vét
can, tan cong tur dién vao tai khoan quan tri.
4 | Panh gia phan quyén Kiém tra céc co ché chong leo thang dic quyén
Kiém tra cac 16 hong
CVE (Common Thu thap thong tin CVE lién quan téi CSDL,
5 | Vulnerabilities and thuc hién kiém tra kha nang khai thac cua cac

CVE nay lén hé théng CSDL

hép tring (Whitebox)

Thue hién Kiém tra, danh gia An toan Gng dung va ma ngudn 2 theo tiéu chi “Pat”
hodc “Khong dat” va dua ra khuyén nghi khac phuc véi cac néi dung nhu sau:

2.2. Panh gi4 an toan ma nguodn ddi véi phan mém ndi bd theo hinh thic

Cap a6 ciia
s hé thong
An toan ung dung A gz oA A < )

TT VA m3 ngu(“)n Mo ta yéu cau thong tin

1 2
Co chirc nang cho phép | CO chirc ndng thyc thi vige

1 kiém tra tinh hop 1& cua | kiém tra tinh hop 1€ cua thong « «
thdng tin, dir liéu dau vao | tin, dit liéu dau vao trude khi

trugce khi xtr 1y. xur ly
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Cap do cia

s hé thong
An toan ung dung Az A A ° .
TT VA mi ngu(;\m Mo ta yéu cau thong tin
1 2
CO chutre nang cho phép bao Tthg tin xac thue, .b;l mat
\ - A .| khdng dugc dua truc tiép vao
dam khong luu trir thong tin | ., x NI
2 . A .Y | md nguodn tmg dung ma phai X
xac thuc, thong tin bi mat L oan a .
{rén m nguén tmg dung dugce thiet 1ap thdng qua giao
e dién cau hinh h¢ thong
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, Phy Iyc 03 .
DANH SACH 159 CO QUAN DANG VA CO QUAN NHA NUOC
(Kem theo Cong van so /CAT-ANM ngay ..../ /2026 cua Cong an tinh)

I. Giai doan 01: 03 co’ quan, don vi

STT Tén don vi Ghi chu

1 Dang uy phuong Nha Trang Phuong/Xa

2 B4o va Phat thanh, Truyén hinh Khanh Hoa | Co quan Pang cip tinh

3 Dang uy xa Thuan Nam Phuong/Xa

I1. Giai doan 02: 156 co quan, don vi

* Khu vue I: 37

STT Tén don vi Ghi chu

| | CO QUAN DANG: 08

1 Ban T6 chirc Tinh iy Co quan Dang cip tinh
2 Ban Tuyén gido va Dan van Tinh ty Co quan Pang cip tinh
3 Ban N¢i chinh Tinh uy Co quan Dang cip tinh
4 Uy ban Kiém tra Tinh ty Co quan Pang cip tinh
5 | Van phong Tinh ty?3 Co quan Pang cip tinh
6 bang uy Céc co quan Pang tinh Co quan Pang cip tinh
7 béang iy UBND tinh Co quan Pang cip tinh

3P6i voi cac HTTT ding chung khong cai dit tai ha tang cta don vi: Thuc hién thu thap hién trang, khong danh gia
chuyén sau.
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STT Tén don vi Ghi chu

8 Truong Chinh tri tinh Co quan Pang cip tinh

Il | CO QUAN NHA NUOC: 22

1 | Van phong UBND tinh* Co quan Nha nude cap
tinh

5 S& Noi vu (;0 quan Nha nudc cap
tinh

3 S¢ Nong nghiép va Méi truong t(ilrcl)'hquan Nha nugc cap

. va Co quan Nha nuéc cap

4 S¢ Xay dung tinh

5 S Tai chinh (;0 quan Nha nudc cap
tinh

6 S& Khoa hoc va Cong nghé® (;0 quan Nha nuge cap
tinh

7 | S& Vin héa, Thé thao va Du lich gl‘l’hq“an Nha nude cap

8 | S& Dan toc va Ton gido Co quan Nha nude cap
tinh

9 S& Giao duc va Bao tao (;0 quan Nha nude cép
tinh

10 | S& Cong Thuong (;0 quan Nha nudc cap
tinh

11 |sevyié QO quan Nha nudc cap
tinh

, . Co quan Nha nuéc cap

12 | So Tu phap tinh

13 | Thanh tra tinh (;O quan Nha nuoc cap
tinh

14 | Ban Quan 1y dy an phat trién tinh Don vi su nghiép

4 Bao gdm 02 Trung tdm Phuc vy hanh chinh cong cap tinh.
5 Pai véi Trung tdm dir liéu tinh: Thye hién thu thap hién trang, khong danh gia chuyén sau.
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STT Tén don vi Ghi chu
15 I?an Quan ly khu kinh t€ va khu cong nghiép Pon vi s nghiép
tinh
Ban Quan ly du an dau tu xdy dung cac cong . n
16 trinh ndng nghi€p va giao thong tinh Bon vi s nghicp
17 | Ban Quan 1y dy 4n dau tu x4y dung tinh Don vi su nghiép
18 Trupg tam xuc tién dau tu, du lich va thuong Pon vi su nghiép
mai tinh
19 | Quy dau tu phat trién Khanh Hoa Pon vi su nghi¢p
20 | Truong Pai hoc Khanh Hoa Don vi su nghiép
21 Truong Cao dang k¥ thuat cong nghé Nha Pon vi su nghiép
Trang
Truong Cao ding cong nghé niang luong . =
22 Khanh Hoa Don vi su nghié¢p
DPang uy, UBND xa/phwong: 07
1 Phuong Bac Nha Trang Phuong/Xa
2 Phuong Tay Nha Trang Phuong/Xa
3 Phuong Nam Nha Trang Phuong/Xa
4 | UBND phuong Nha Trang® Phuong/Xa
* Khu vuc II (Pang uy, UBND xa/phwong): 46
STT Tén don vi Ghi chu
1 | Phuong Biac Cam Ranh Phuong/Xa
2 Phuong Cam Ranh Phuong/Xa
3 Phuong Cam Linh Phuong/Xa
4 Phuong Ba Ngoi Phuong/Xa
5 Xa Nam Cam Ranh Phuong/Xa
6 Xa Dién Khéanh Phuong/Xa

® Pang ty phuong Nha Trang da thyc hién tai Giai doan 01
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7 Xa Dién Lac Phuong/Xa
8 | X3 Dién Pién Phuong/Xa
9 Xa Dién Lam Phuong/Xa
10 | X3a Dién Tho Phuong/Xa
11 | Xa Sudi Hiép Phuong/Xa
12 | X& Cam Lam Phuong/Xa
13 | X4 Subi Dau Phuong/Xa
14 | Xa Cam Hiép Phuong/Xa
15 | X&@ Cam An Phuong/Xa
16 | X4 Bic Khanh Vinh Phuong/Xa
17 | X4 Trung Khanh Vinh Phuong/Xa
18 | X4 Tay Khénh Vinh Phuong/Xa
19 | Xa Nam Khéanh Vinh Phuong/Xa
20 | Xa Khanh Vinh Phuong/Xa
21 | Xa Khanh Son Phuong/Xa
22 | Xa Tay Khanh Son Phuong/Xa
23 | Xa bong Khanh Son Phuong/Xa

* Khu vue III (Dang uy, UBND xa/phwong): 26

STT Tén don vi Ghi chu
1 Phuong Ninh Hoa Phuong/Xa
2 Phuong Dong Ninh Hoa Phuong/Xa
3 Phuong Hoa Thing Phuong/Xa
4 | X4 Bac Ninh Hoa Phudng/Xa
5 Xa Tan Pinh Phuong/Xa
6 Xa Nam Ninh Hoa Phuong/Xa
7 Xa Tay Ninh Hoa Phuong/Xa
8 Xa Hoa Tri Phuong/Xa
9 Xa Pai Lanh Phuong/Xa
10 | Xa Tu Béng Phuong/Xa
11 | X4 Van Thing Phuong/Xa
12 | Xa Van Ninh Phuong/Xa
13 | Xa Van Hung Phuong/Xa

* Khu vuc IV (Pang iy, UBND xa/phuong): 47

STT Tén don vi Ghi chu
1 Phuong Phan Rang Phuong/Xa
2 Phuong Bong Hai Phuong/Xa
3 Phuong Ninh Chu Phuong/Xa
4 Phuong Bao An Phuong/Xa
5 Phuong B6 Vinh Phuong/Xa
6 Xa Ninh Phuéc Phuong/Xa
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7 Xa Phudc Hiru Phuong/Xa
8 Xa Phudc Hau Phuong/Xa
9 | XdCaNa Phuong/Xa
10 | X3a Phudc Ha Phuong/Xa
11 | X4 Phude Dinh Phuong/Xa
12 | Xa Ninh Hai Phuong/Xa
13 | X3 Xuan Hai Phuong/Xa
14 | X3 Vinh Hai Phuong/Xa
15 | X3 Thuan Bic Phudng/Xa
16 | Xa Cong Hai Phuong/Xa
17 | Xa Ninh Son Phuong/Xa
18 | Xa Lam Son Phuong/Xa
19 | X3 Anh Diing Phuong/Xa
20 | Xa My Son Phuong/Xa
21 | Xa Bac Ai Pong Phuong/Xa
22 | X&Bac Ai Phuong/Xa
23 | X4 Bac Ai Tay Phudng/Xa
24 | UBND Xa Thuin Nam’ Phuong/Xa

" Pang tly xa Thuan Nam da thuc hién tai Giai doan 01
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